Data sharing between organizations through interoperability initiatives involving multiple information systems is fundamental to promote the collaboration and integration of services. However, in terms of data, the considerable increase in its exposure to additional risks, require a special attention to issues related to privacy of these data.
INTRODUCTION
Interoperability and cooperation can be considered as facilitators of services integration. A prerequisite, or even the "ultimate goal", for any integrated or collaborating system is the sharing of information or data [Otjacques, 2007] . A greater interoperability, however, brings a few drawbacks with it. The possibility, in certain instances, that interoperability might reduce individual privacy is one of the most commonly voiced concerns. The increasing levels of interoperability may increase the number of players who can possibly have access to personal information exchanged via interoperable systems [Gasser, 2007] . This sharing should take place in a secure and data privacy protecting environment, and it is necessary to ensure that the speed of these innovations has no negative side effects regarding security and privacy [ENISA, 2011] .
The importance of privacy in contemporary globalized, information societies has been widely discussed and it is by now undisputed. Numerous studies in different areas have immensely improved our understanding of privacy at the individual, organizational and societal levels [Xu, 2008] . Privacy is particularly important in the healthcare sector by virtue of the potential or actual sensitivity of health information [NETHA, 2006] , and the use of large amounts of data, being increasingly accessible to a larger number of professionals, presents a major challenge to its security and privacy [Ernst & Young, 2012] . This fact even limits the freeflow of data, due to privacy concerns [Gottschalk, 2009] [Otjacques et al., 2007] .
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Data privacy issues, however, are still a complex and subjective reality. Organizations with interoperability initiatives now being held, as is the case of the healthcare sector, easily overcome technical and systems requirements, so that data can flow in an agile way. The same does not happen with data protection and data privacy issues, which are often not incorporated into the systems and data processing technologies.
This gap in the field of information systems has motivated this case study in the healthcare sector, using a qualitative and interpretative approach, to identify and understand the key factors that influence data privacy in interoperability environments and, thus, contribute to the knowledge on data privacy issues and on the necessary cooperation between organizations, aspects to consider when developing adequate protection measures in a data sharing environment. This paper presents the main results obtained with this study.
This paper is organized as follows. After this introduction, we describe the main challenges faced by data privacy as a fundamental requirement for the operation of an interoperability environment, and which inform this work. Next, the approach and research method used are presented, as well the key aspects of the case study conducted. The fundamental research results are then presented, followed by the main conclusions.
DATA PRIVACY AND INTEROPERABILITY
Projects that involve personal information or intrusive technologies inevitably give rise to privacy concerns.
The detrimental effect of many such initiatives in recent decades has resulted in harm to public trust and to the reputations of corporations and government agencies alike [ICO, 2009] . Data privacy refers to the evolving relationship between technology and the legal right to, or public expectation of, privacy in the collection, storing, management and sharing of data [Jericho Forum, 2007] . This relationship is often challenged by the dynamic, complex and increasingly global environment of information [Hunton & Williams, 2009] . We are collectively creating, using, transmitting, and storing personal data at a nearexponential rate of increase, with privacy threats spreading to a wider range of industries and organizations, and traversing boundlessly across jurisdictional boundaries [Cavoukian, 2009] . For many organizations that depend upon personal data, privacy has become a strategic factor [ICO, 2009] .
Privacy is particularly important in the health context, in which an individual may be more sensitive about his or her health information data for many reasons, including: (1) their potential (perceived or real) for discrimination; (2) their damaging potential through the release of information to third parties; and (3) their potential for generating unwanted attention on those in the public spotlight [NETHA, 2006] . There are several types of information whose confidentiality, integrity and availability need to be protected: (1) personal health information; (2) statistical and research data; (3) clinical/medical knowledge not related to any specific subjects of care, including clinical decision support data (e.g. data on adverse drug reactions);
(4) data on health professionals, staff and volunteers; (5) information related to public health surveillance;
(6) audit trail data, produced by health information systems that contain personal health information; and (7) system security data for health information systems, including access control data and other security related system configuration data for health information systems [ISO/IEC, 2008] . A personal data breach may, if not addressed in an adequate and timely manner, result in substantial economic loss and social harm, including identity theft or fraud, physical harm, significant humiliation or damage to reputation of the individual concerned [GDPR, 2012] .
Healthcare environments are frequently described as information intense, highly paradoxical, and hyper turbulent [Plummer, 2001] . The adoption of IT in healthcare systems has, in general terms, followed the same pattern as other industries, and despite the relative success of the first wave of IT adoptions, this one was insufficient to build fully integrated healthcare IT systems [Biesdorf, 2014] . The new era of healthcare is focused on healthcare services management, promoting the increase of systems integration that lead both to the development of collaboration skills in healthcare provision, and the development of analytical skills.
Dealing with all these fronts is only possible through data access and data sharing [Patrício, 2012] .
Healthcare information systems have to be developed and operated in order to enhance opportunities for global access to health services and medical knowledge [Haux, 2006] . Healthcare data themselves are becoming an extremely valuable organizational asset [Berger, 2014] . However, until recently, the capability to share data electronically between healthcare providers was limited by interoperability issues [Kahn, 2008] .
We currently witness the construction of systems whose survival depends precisely on the interoperability factor [Tolk, 2010] , i.e., the ability of two or more systems or components to exchange information and to be able to use the information that has been exchanged [IEEE, 1990] . The term interoperability refers to situations where entities developed in isolation, operating independently, and exhibiting disparate characteristics are able to operate jointly to achieve an overall objective, while maintaining their autonomy and heterogeneity and without having to know the specific characteristics of the other entities with which they interoperate [Soares, 2014] . Without the development of interoperability, the adoption of IT in healthcare sector will only promote the development of information silos, similar to what already exist in today's paper based medical records [Appari, 2010] .
Despite its importance, interoperability is not to be approached as a purely technical issue, in particular in view of the risks of interconnection of systems, which can have a deep impact on privacy and data protection [Art. 29, WP, 2009] . It is necessary to accommodate and harmonize data sensitivity parameters and processes security requirements, defined and required by each of the bodies involved, and, thus, build a cooperative environment of trust between all of them [Fugini, 2003] . Considering the ambiguous role of technology in safeguarding the right to privacy (technologies are both a potential protector and an offender of privacy) [Frissen, 2007] , and the pressure to share personal information within and outside organizations [ICO, 2008] , the development of interoperability between systems can present an erosion of privacy protection as a direct consequence [Waldo, 2010] .
The identification, by the authors, of a set of technical and organizational challenges, summarized in Table 1, lead to the research work here presented, aiming at identifying the factors that influence data privacy in environments where, by virtue of interoperability established between systems and organizations, there is a structured and continuous data sharing. These are challenges for which solutions are needed, depending on the ability of cooperation between organizations and their information systems, so that all are able to accommodate similar and integrated levels of security, protection and privacy of data.
CHALLENGE ORGANIZATIONAL TECHNICAL
Provide the data subject with tools for managing and monitoring the privacy issues of his/her personal data.  Guarantee the data subject the rights he/she is entitled to.
 
Ensure privacy management and data protection practices in the organizations, according to their sensitivity and criticality.  Identify and manage risks in the several data privacy situations.  Develop a secure, reliable and transparent data sharing environment between organizations.   Adjust data privacy protection to the level of interoperability implemented, and standardize security measures.
Develop appropriate safeguards to the increased exposure, use, and availability of data, resulting from interoperability.
Generate non-technical interoperability interfaces in organizations and operationalize privacy issues through specialized structures in data management and privacy.

Move the data privacy protection, focused on security, to one centered on data.
 
Have monitoring, control and traceability tools of data use.  Table 1 -Data privacy challenges in an interoperability environment
Although data protection rules are relatively well established within the European Union (EU), the dynamics of the Information Age is leading to a gap between the law and business practices within the digital world [Cleff, 2007] . To encourage data protection in practice, the EU data protection legal framework needs additional mechanisms [Art. 29, WP, 2010a] . When the Directive 95/46/EC [European Union, 1995] was adopted, the context of data processing was still relatively clear and straightforward, but that is no longer the case [Art. 29, WP, 2010b] . Although the content of a new general data protection regulation [GDPR, 2012] is still under discussion within the EU, it is essential that organizations put the privacy and protection of personal data on their agenda. This is certainly an investment that will compensate [APDSI, 2014] .
THE CASE STUDY
Data privacy is a complex concept, of subjective understanding, circumstantial, and underdeveloped within organizations. The experience of various professionals in data privacy is still insufficient, which makes it more difficult to prepare a protection program to apply locally and to the heterogeneous set of information systems. It was necessary to develop a deep understanding of data privacy and interoperability issues, and consider the possible prospects in the specific context of healthcare sector, based on an interpretative approach which, as stated by Caldeira & Romão [2002] , is more and more widely used in the information systems field.
Through a qualitative approach in which, according to Myers [1997] , the researcher focuses on an inductive analysis instead of a deductive one and explores what people do or say and, thus, forms an opinion, an exploratory case study was developed and implemented, in order to identify and understand "the factors that influence the data privacy in environments where, by virtue of established interoperability between systems, these are shared in a structured and continuous way", based on the theoretical assumptions to be tested on the opinions and perspectives of the various professionals placed in their organizational context.
The research question thus presupposes the existence of several critical factors to data privacy, with great influence on the success of data privacy protection measures in data sharing environments. Based on the literature review were defined ten subdomains factors that we believe are critical to the development of a data-sharing environment between organizations, able to ensure maximum data privacy. Following Yin's For the interpretation of the collected data (based on pattern matching as the main method of analysis), we developed a tool for qualitative data analysis, based on interactive model components represented in Figure   1 , able to represent the richness of the data collected and adapted to the exploratory nature of the propositions under study. Qualitative analysis was achieved by concurrent flow of activities: data reduction, display data, and conclusions: drawing/verification.
Data collection

Data reduction
Data display
Conclusions: drawing/ verifying
Figure 1-Components of data analysis: interactive model [Miles, 1994] 
INTEROPERABLE FACTORS THAT INFLUENCE DATA PRIVACY
The success of data privacy protection measures depends, firstly, on the success achieved at organizational level, i.e., on cooperation and interoperability achieved between people and processes and secondly on technological interoperability. Thus, the propositions of the study pointed to multiple subdomains factors that influence data privacy and are dependent on the interoperability ability between organizations, namely (1) experience, (2) privacy culture, (3) security and infrastructures (4) privacy language, (5) accountability (responsibility and compliance), (6) data and data handling, (7) strategy for privacy, (8) trust and trust management between organizations, (9) ethics and human cooperation, and (10) organizational structure.
From the study and validation of these subdomains factors in the healthcare environment, we highlight the following results:
1.
Experience -Overall, as far as privacy is concerned, organizations in the healthcare sector have an "insufficient" and sometimes "distorted" view of the problem, the result of poorly qualified preparation. The growing demand for better services, better information, and a permanent and decentralized systems accessibility, placed organizations in a precarious scenario, as regards to data protection.
It is necessary that the preparation and experience of organizations, both in relation to data protection and to interoperability, evolve in order to respond to the growing concern for the privacy of health data, and facilitate the development of cross-cutting measures for the protection of data privacy, applicable to interoperability environment. This is a matter of collective efficiency, dependent on collaboration between organizations in the preparation of means and the experience necessary for the development of issues related to data privacy.
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The need for a complete and integrated view of data privacy issues, as well as the complexity of the requirements for their protection, requires the presence of specialized and dedicated professionals to data privacy in the organizations, people able to promote an experience in data protection from the perspective of the data and not only from the perspective of security.
2.
Privacy Culture -Privacy is a collective commitment and responsibility, especially when organizations share personal and health data. Privacy cannot result from an isolated, case-by-case vision, but rather from an overall view, applied to the domain of collaboration between organizations. The best management practices and data use, that respect the privacy of its holder, are dependent on the recognition of privacy as an integral part of organizational culture. Privacy is a value, transversal to all organizations, to all situations of personal data use, especially health data, and it is of the interest and responsibility of all professionals who interact through the information systems. Therefore, a privacy culture implies a responsible practice and a collective commitment to this value, to data privacy.
3.
Security and infrastructures -Current systems have been developed with the assumption that both data and security mechanisms will be under the management and control of a single organization. Situations that include data sharing, especially between organizations, have forced the questioning of this assumption.
Given that systems do not consider data privacy as a first order requirement to be translated into security mechanisms adjustable to the data sensitivity, the context of data sharing is even more complex. For the most part, systems control data from the perspective of a set of records and not from the standpoint of data element as granular as possible.
In terms of security and infrastructure layers, interoperability is the solid foundation required to the development of a joint plan for the protection of data privacy. The sharing of knowledge, solutions or experiences and the understanding of the necessary safety requirements have a strong influence on the continuous availability of the systems that support the criticality of shared data. The alignment of security measures oriented towards data privacy, as well as measures aimed at the resilience of infrastructure should result from structured, collaborative initiatives. Interoperability at this level should contribute to ensure that organizations evolve in areas such as risk analysis, digital identity systems, standardization of situations of secondary use of data, in supporting data traceability, and in contingency plans for situations of data privacy breaches.
4.
Privacy Language (taxonomy) -The development of collaborative environments in such areas as the healthcare sector raises many issues concerning personal data privacy, which is necessary to resolve.
Similarly to the successful use of taxonomies in healthcare terms of quality and information structuring, a taxonomy of data privacy influences the understanding and classification of concepts and terms of data privacy, with particular emphasis, according to Skinner et al. (2006) , in the needs that arise with the expansion of collaborative environments. A taxonomy for privacy is certainly a tool, a facilitator in the precise definition and alignment of privacy matters across organizations, with direct influence on their ability and agility of interoperability. In parallel or integrated with other taxonomies, a specific taxonomy for data privacy will contribute to its easier inclusion in the life cycle of systems and data.
5.
Accountability (responsibility and compliance) -To change the current predominantly reactive attitude of organizations into a proactive attitude in relation to issues of data privacy requires, as seen in other areas, a commitment and a greater responsibility from organizations in setting objectives for data protection. Organizations urgently need to overcome their indifference towards the risks associated with data privacy and start a process of change based on a local accountability program and its articulation with guidelines for collaborative environment. To recognize the importance of data privacy and the risks associated with data processing is the first step for the organization to make available the necessary resources for a multidisciplinary team to implement an integrated plan for data protection and privacy, assess the compliance of the measures implemented, and collaborate with other organizations in aligning safeguards for situations of data sharing. The certification process can, despite the costs and complexity, bring to organizations the required standardization of protective measures, as well as improved dynamic between the structures involved.
6.
Data and data handling -The optimization of the relation between privacy-protection-security of data in systemic and technologically heterogeneous and unregulated environments should be initiated by solutions at data level, particularly in terms of its structure and classification, of processes of use and exchange, based on interoperability between systems. It is necessary to create adequate conditions to move the protection from just focusing on infrastructure, to one centered on data.
In the healthcare sector, the number of situations involving personal data is very high compared with other areas, and organizations continue to install technological solutions that increase data availability and exposure, gradually exceeding the "geographical" boundaries of organizations. The orientation and the development of guidelines and measures for data protection in all phases of the data life cycle can arise from collaboration between organizations, by finding solutions applicable to all collaborative framework for the collection, processing, storage, sharing, archiving and data destruction. Interoperability at information management level will enable organizations to: (a) know in detail the data shared, their critical levels, their availability and their life cycle; (b) clarify to all professionals the purpose of data collection; (c) present the limits of data processing and use; (d) facilitate the understanding of security measures; (e) account professionals responsible for situations of irregularities in data use; (f) and demonstrate, whenever necessary, the organization's compliance and commitment towards a data protection program.
7.
Strategy for privacy -An integrated perspective of all issues and decisions in the field of data and data protection depends on a strategy for privacy, preferably integrated with the strategy adopted by the information systems. Success at this level would require (a) to understand whether the existing knowledge is sufficient to put into practice such an ambitious project as data protection; (b) to know the necessary tools to support a process that will never be completed; (c) to evaluate the actual commitment of the organization to this goal; (d) to present a capacity and willingness to collaborate with other organizations in the preparation of data sharing processes; and (e) to assess whether the information system management maturity is sufficient.
The increased availability and exposure of clinical data is, partly, convincing the various people responsible for the operation of information systems to assume that a medium and long-term vision for data privacy issues is required. Simultaneously, they are faced with structural issues concerning data, that cut across all organizations and for which it is urgent to have a global strategy defining common guidelines for their integration and interoperability.
8.
Trust and trust management -Only based on trust between all participating organizations in a collaborative environment can you successfully apply privacy protection measures accepted by all organizations and, thus, promote the development of a secure and reliable environment for data sharing and services. Through interoperability between systems, the use and control over data is decentralized. The ability to re-use data increases, as well as the risks due to increased data availability. Interoperability can, thus, generate distrust between the participating organizations, in that they lose control over "their data" from the moment they are moved to another system. The collaboration between all organizations enables the adoption of joint solutions of data protection, in accordance with the risks identified by the privacy impact assessments, essential to the maintenance of a trusted and secure environment for data sharing.
9.
Ethics and human cooperation -The processing of personal data must be designed to serve people.
Some agents, either to benefit themselves or society, convey a different interest and influence in relation to privacy, to its operation, and its protection. This study focused on the data subject, on the healthcare professional, on the management and information systems professionals. Interoperability between systems as a mean to support mobility of the National Health Service users and healthcare professionals, between services and between organizations, has derived from a greater accessibility to clinical data and it is placing considerable challenges at various organizational levels. Healthcare professionals, having in mind (a) the reutilization of data resulting from clinical reasoning by other professionals, and (b) the increasing technological control over their activity, which may compromise their professional privacy, are the first to question the security that support this data mobility and greater exposure.
In this sense, it is important to understand what, in the field of ethics and human cooperation, can influence posture, evaluation, acceptance or opposition expressed by healthcare professionals, as well as by data subjects in relation to health data sharing initiatives. It is necessary to have resources and information that meet the growing expectation of the data subject, with greater transparency and information on data protection and on the responsibilities of the National Health Service organizations. The data subject wants more information about the commitment of organizations towards data protection, about data sharing processes and possible secondary uses of his/her health data, as well as about his/her rights on data protection matters.
10.
Organizational structure -Given all these factors with the common denominator "collaboration", it is necessary to look at the organization and guide its organizational structure in order to generate interoperability capability. It is necessary, for successful data privacy, that each organization conforms to a collaborative environment, and develops the necessary and essential interoperability to the sharing of concepts, tools and protective measures. Only if data privacy becomes a priority for organizations, will it be possible that a set of goals will trigger a joint approach, able to influence the agility of organizations in their ability to collaborate and interact. Otherwise, organizations will continue to participate in irreversible processes of continuous sharing of health data, with the protection requirements at the level of privacy inadequately addressed. Data will continue to be protected only within the framework of security, which is insufficient in terms of its privacy protection.
Each of these subdomains acts differently on data privacy, as well as on the other subdomains. The conceptual framework shown in Figure 2 is a graphical representation of this reality and complements the understanding of the results presented. It allows us to understand the importance of each of the subdomains factors studied (presented in square size), its direct/indirect influence on data privacy (presented in terms of distance/proximity from the center of the conceptual framework), as well as its relationship or dependence on the other subdomains. This conceptual framework will be subject of further studies.
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CONCLUSIONS
The complexity of data privacy issues in interoperability environments is commonly associated with organizational and cultural issues, rather than with technical or technological ones, although the latter have a major influence on the control of data use. However, and given that the ability to understand the issues that influence data privacy differs from organization to organization and within professional classes, it is important to develop a data privacy protection program that presents practical measures that everyone can understand and apply. With the expansion of the interoperability environment, the intensity of data uses increases, as well as its exposure to additional risks and, consequently, the complexity of data protection.
Many of the protection requirements now depend on the collaboration capability between organizations. The scientific knowledge arising from this study can thus reduce the complexity of this task, and guide the necessary cooperation between organizations.
A well-consolidated and integrated program for the whole collaboration, for data privacy protection, must come from a solid cooperative work at the level of data structuring and knowledge, security, organization accountability and collective preparation. The success of a data privacy program, thus, depends on the success achieved in other areas such as data, information management and risk management. Data privacy requires effective work to apply efficient protection measures; it simultaneously requires the demonstration that these measures are adjusted to reality and to the risks of data use, together with the implementation of continuous improvement measures. Professionals with influence on this process need support tools (1) to define policies oriented towards data privacy, integrated with other protective measures in use and (2) to implement these measures, both locally and in collaboration with other organizations. Thus, it is important to have tools to support at local level an integrated development of a data privacy protection program, and which, simultaneously, facilitate the necessary interoperability with similar programs being run in other organizations.
